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UPGRADING SOFTWARE ON A SMARTENGINE CLUSTER
(From Release 3.x to 4.x)
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INTRODUCTION:

The smartDirector Management software allows a user an easy way to upgrade the software version on

the entire cluster with little downtime.

PRE-REQUISITES:

Prior to performing any software upgrades, it is a best practice (and highly recommended) to download
critical pieces of information from the system/cluster. In this example, the smartDirector-led cluster is
running version 3.x of the software. These steps will illustrate what a user should download before
upgrading. We are assuming the newer 4.x software image has already been acquired by the user from

wtec.

Steps to follow This is what you will see

Step 1.
Log into the smartDirector (https://<IP
Address of smartDirector>) using the

default admin account.

Note 1: This should not be an account
that has admin privileges. It must be the
default admin account.

Note 2: If you get prompted by a
certificate page, please bypass it by
clicking on the ADVANCED link and then
by clicking on proceeding to the
smartDirector’s login page. This is
simply an indication of an unsigned
certificate. The web browser used in this
example is Google Chrome. For other
web browsers you may get notified of
the connection not being private
(Safari) or secure (Firefox), or the site
not being secure (Internet Explorer) etc.
Simply bypass it.

After a successful login, once the main
splash page appears, click on the
button for Admin Tools. Note in this
example the cluster is running version
3.x of the software.

© & privacy error x

& C' A NotSecure  https://192.168.10.30

A

YYour connection is not private

Attackers might be trying to steal your information from 192.168.10.30 (for example,
; or credit cards). Learn more
NET::ERR_CERT_AUTHORITY_INVALID

(] ically send some system information and page content to Google to help detect

dangerous apps and sites. Privacy policy

HIDE ADVANCED|

This server could not prove that it is 192.168.10.30; its security certificate is not
trusted by your computer's operating system. This may be caused by a
misconfiguration or an attacker intercepting your connection.

Proceed t0 192.168.10.30 (UNsafe) e

#:redwood | Applications

/§§I=
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The Tech Support Page will appear. % Redwood Systems Tech Supp: x e
< C' A Not Secure https://192.168.10.30/support.html| p*s
Tech Support Page
Configuration
* Download configuration
« Revert configuration
« Configuration snapshot
« Restore configuration: Choose File No file chosen Restore
« Cluster Operations
« List Adapter/Fixture Configuration
« Upload Adapter/Fixture configuration: Choose File No file chosen Upload
o Clear custom Fixture Configuration
« Configure Gateway Fixture Type
» Configure Sensor Motion Sensitivity.
« HTTP API support
Step 2. @ & i Redwood Systems Tech Supp X ()
Scroll down to the last section of the
< C' A Not Secure https://192.168.10.30/support... ¥
page called Support.
Other
a) Download the fixture list. The .
downloaded file will be called * Linux-top
. e Linux - process listing
fixture.csv e Linux - Isof
b) Input the admin credentials in * Diskusage
the fields available for * Diskinformation
Download Cluster data option Support
and click on the button to
“Download Support Data for « Download support data
the Entire Cluster”. This will o Download fixture list =~ df—
. . ¢ Download fixture list [including motion]
take a little tlrpe to download « Download Engine list
as the smartDirector will collect
all the information from every * Download cluster data:
ingle cluster member and username password
s g ec U.S € e era Select What Data To Download
package it all up. The Download Support Data For Entire Cluster  fil—
downloaded file will be named ) .
.. » Basic Support Information
similar to
ClusterDataFor_<smartDirector
name>(<smartDirector
IP>)_XXXXXXXXXXXX.tgz. It is a
compressed file.
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UPGRADING THE SMARTDIRECTOR:

After the important pieces of information have been gathered, a user can now proceed with upgrading

the smartDirector to newer 4.x release.

Steps to follow This is what you will see

Step 1.
Log into the smartDirector (https://<IP
Address of smartDirector>) using the

default admin account.

Note: This should not be an account

<«

H:redwood | Applications

edwood Manager - Login %

C' A Not Secure | https://192.168.10.30/index.htm!

Connected to supportcluster

that has admin privileges. It must be AN & =
‘Software Admin er
the default admin account — - = ”
Once the main splash page appears, \
click on the button for Software
Update- ©2014-2016 CommScope, Inc. All Rights Reserved
Step 2. ©® & i Redwood Systems Software L x | e
. & C' A Not Secure https://192.168.10.30/cgi-bin/maintenance.cgi w oi
The Software Update page will appear. p—
In this example, it shows that Partition System Information
A (active partition) is running software Serial Number: 244106052005
Primary Ethernet Address: 00:25:90:74:EB:13
VerSion 3.3-8. Software Version: director-rel-3.3.8.20102-final
Note: Software upload and upgrades
are only allowed in inactive partitions. Partition A (Active) Partition B
In thls examp/e’ It Is Partltlon B' Release: director-rel-3.3.8.20102-final Release: director-rel-3.3.5.18773-final
Size: 359,117,361 Size: 352,768,625
Click on Choose file and select the 4.x
. . (Upgrade not permitted in active partition) Upgrade:
software image for the smartDirector chosse e o file chosen
that was provided to you by wtec. Next, '\
hit the Upload button.
Reboot Downgrade
© 2010-2016 Commscope, Inc. All Rights Reserved.
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Step 3.

A prompt will appear which will take an
input from the user to proceed with the
upload operation.

Hit the OK button.

The Upload process will begin, and a
progress bar will appear.

UPGRADING SOFTWARE ON A SMARTENGINE CLUSTER (rev 3.0)
Copyright © 2018 wtec, Inc. All rights reserved.

: Redwood Systems Software | x

1921681030 says
System Infor
Serial Number:

Primary Ethernel
Software Version:

& C' A Not Secure  https://192.168.10.30/cgi-bin/maintenance.cgi w

Upload can take a few minutes to complete. The page will refresh
upon completion. Press OK to start the upload

director-rel-3.3.8.20102-final

Partition A (Active)

Size: 359,117,361

Release: director-rel-3.3.8.20102-final

(Upgrade not permitted in active partition)

Partition B

Release: director-rel-3.3.5.18773-final
Size: 352,768,625

Upgrade:

Choose File smartdirector-r...20904-final.img

System Information

Serial Number:
Primary Ethernet Address:
Software Version:

Upload .
Reboot Downgrade
©2010-2016 Commscope, Inc. All Rights Reserved.
® Redwood Systems Software L x e
< C' A Not Secure ' https://192.168.10.30/cgi-bin/maintenance.cgi h*g

244106052005
00:25:90:74:EB:13
director-rel-3.3.8.20102-final

Partition A (Active)

Size: 359,117,361

Reboot

Release: director-rel-3.3.8.20102-final

(Upgrade not permitted in active partition)

© 2010-2016 Commscope, Inc. All Rights Reserved.

61%

Partition B

Release: director-rel-3.3.5.18773-final

Size: 352,768,625
Upgrade:

Choose File smartdirector-r...20904-final.img

Upload

Downgrade
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Step 4.

Upon completion of the upload,
Partition B will show the 4.x software
release for the smartDirector.

Hit the Activate button.

Step 5.

A prompt will appear requesting
acknowledgement to Reboot the
system with this image.

Press OK to proceed.

UPGRADING SOFTWARE ON A SMARTENGINE CLUSTER (rev 3.0)
Copyright © 2018 wtec, Inc. All rights reserved.

edwood Systems Software L x

System Information

Serial Number:
Primary Ethernet Address:
Software Version:

-
Partition A (Active)

Release: director-rel-3.3.8.20102-final
Size: 359,117,361

(Upgrade not permitted in active partition)

Reboot

\ J

© 2010-2016 Commscope, Inc. All Rights Reserved.

244106052005
00:25:90:74:EB:13
director-rel-3.3.8.20102-final

Partition B

Release: smartdirector-rel-4.3.1.20!
final

Size: 362,473,617 \

Upgrade:
Choose File  No file chosen

Upload

Activate -

904-

[ ]

“# Redwood Systems Software | x

192.168.10.30 says

System Inforr

Serial Number:
Primary Ethernet Address:
Software Version:

<« C' A Not Secure | https://192.168.10.30/cgi-bin/maintenance.cg

Cancel “

00:25:90:74°EB:13
director-rel-3.3.8.20102-final

Reboot the system with this image?

**

Partition A (Active)

Release: director-rel-3.3.8.20102-final
Size: 359,117,361

(Upgrade not permitted in active partition)

Reboot

\. J

© 2010-2016 Commscope, Inc. All Rights Reserved.

Partition B

final

Size: 362,473,617

Upgrade:
Choose File  No file chosen

Upload

Release: smartdirector-rel-4.3.1.20904-
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The smartDirector will proceed with | ——— o
booting up with the 4.x software image. :
Give it a couple of minutes while the

system reboots. Note: Do not power
cycle the smartDirector. Once HTTPS

Ow

access is restored again, a user can try
accessing the Ul @ https://<IP Address
of smartDirector>. Now you will see a

landing page which is different than

what one would have experienced with
version 3.x.

un
1

If the user hovers over the icon on

the top right corner or clicks on it, a

verification of the newer software 4.x

will be revealed. B Sm":ifj'mtor | vitee

At this point the smartDirector
upgrade is now complete and the user
can proceed with upgrading the entire
cluster with the same software

release.

UPGRADING THE SMARTENGINES:

After the smartDirector is upgraded to the newer version, it will no longer be able to communicate with
the smartEngines since there will be a mismatch of the release, however, it will be able to see all
available smartEngines that are part of the cluster. By using the Cluster Management tool, one will be
able to upgrade all the cluster members to be on the same version as the smartDirector.

Below are the steps that a user will have to take in order to upgrade the software version on the entire
cluster

Steps to follow This is what you will see

UPGRADING SOFTWARE ON A SMARTENGINE CLUSTER (rev 3.0) Page 8 of 14 February 2019
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Step 1. Applications
Login to the smartDirector Manager

using the default admin account. ® uE.Z;...
Note: This should not be an account =
that has admin privileges. It must be e | ] | B

the default admin account. \

e Access the Applications menu
and click on Admin Tools.

Step 2. ® 8D adminTools x 5

< C A Not Secure | https://192.168.10.30/manage/apps/adminTools.htm! ¥ o

Under the Actions section click on »
Manage Cluster.

Backup system configuration to disk  Clear system configuration Configure API access over HTTP
& Download ® Reset & Enable/Disable
Restore configuration from local fle Manage configuration snapshots on Manage Bacnet Service

Choose File No file chosen

8 Bacnet
@ Restore i Snapshots

Shutdown Director Restart Lights & Reboot System List supported fixture types Clear custom fixture types
Sensors
C shutdown © Reboot 1= Show, ® Clear
C Restart
Operations on cluster members - Restore Director configuration and Adjust sensor motion sensitivity
upload software, create sensor data from backup or another
configurations Director

£ Configure Motion Sensitvty
i Manage Cluster \ #* Restore Director

Step 3. ® & D) Cluster Management x °

<« C A NotSecure | https://192.168.10.30/manage/apps/clustercig.html % i

This will bring up the Cluster
Management page. Notice that you

can see the Software version for the

Software

smartDirector, but it is not visible for il el i s e e Y| Ak

0 v wiecsupport-dir 244106052005 DIR_1 192.168.10.30 4.3.1.20904 n
the cluster members yet 0o e NA NA 1021681075 A
2 x ‘wiecsupport-eng2 NA NA 192.168.10.44 NA

e Click on Upgrade Engine \
Software button.

UPGRADING SOFTWARE ON A SMARTENGINE CLUSTER (rev 3.0) Page 9 of 14 February 2019
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Step 4.
The Cluster Upgrade page will appear...

e Enter the default admin
account credentials and hit the
Go button.

Step 5.
A list of all the smartEngines will
appear with their current Status.

e Click on the Upload button for
all the members that show a
status of Upgrade required

The software will get uploaded to the
cluster members and a progress bar
will illustrate the same.

Wait until you see the status as
complete and the Reboot buttons
appear.

UPGRADING SOFTWARE ON A SMARTENGINE CLUSTER (rev 3.0) Page 10 of 14
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<

& i Cluster Upgrade x e

C A Not Secure | htps//192.168.10.30/clusterUpgrade. htm! % i

Cluster Upgrade

Upgrade software on all the engines of the cluster

Please enter username and password

Username: admin

Password:
Go

\
e

Engine IP SW Version Engine Name Status Progress
® Cluster Upgrade x e
<« C A Not Secure | https://192.168.10.30/clusterUpgrade.htm| Wi
o tec Cluster Upgrade
Upgrade software on all the engines of the cluster
Engine IP SW Version Engine Name Status Progress
192.168.10.30 4.3.1.20904 wtecsupport-dir Director
192.168.10.75 3.3.820102 wtecsupport-eng1 Upgrade required Upload
192.168.10.44 3.3.820102 wtecsupport-eng2 Upgrade required / Upload
©  © i Cluster Upgrade x e
C A Not Secure | https://192.168.10.30/clusterUpgrade.html Y i

Cluster Upgrade

Upgrade software on all the engines of the cluster

Engine IP SW Version Engine Name Status. Progress
192.168.10.30 4.3.1.20904 wtecsupport-dir Director
192.168.10.75 3.3.8.20102 wtecsupport-eng1 Upload in progress —_—
192.168.10.44 3.3.8.20102 wtecsupport-eng2 Upload in progress _—
®  © ' Cluster Upgrade x e
<« C A Not Secure https://192.168.10.30/clusterUpgrade.htm| -4

tec Cluster Upgrade

Upgrade software on all the engines of the cluster

Engine IP SW Version Engine Name Status Progress
192.168.10.30 4.3.1.20904 ‘wtecsupport-dir Director
192.168.10.75 3.3.8.20102 wtecsupport-eng1 Upload complete 1 Reboot
192.168.10.44 3.3.8.20102 wtecsupport-eng2 Upload complete / Reboot
February 2019
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Step 6.

You can choose to Reboot all the
smartEngines at once or you can
stagger the operation assuming you do
not want the entire site to lose lights
temporarily at the same time.

e Hit the Reboot button(s)

Once the smartEngines have been
rebooted they will cluster up
themselves and the status will show a
successful upgrade. Notice the SW
Version column having the same
version as the smartDirector.

The entire cluster is now running the
newer 4.x release of the software and
the user can proceed with validating it
accordingly.

UPGRADING SOFTWARE ON A SMARTENGINE CLUSTER (rev 3.0) Page 11 of 14
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<«

& Cluster Upgrade x e
C A Not Secure = htps://192.168.10.30/clusterUpgrade.htm % i
wtec Cluster Upgrade

Upgrade software on all the engines of the cluster

Engine IP SW Version Engine Name Status Progress
192.168.10.30 4.3.1.20904 wtecsupport-dir Director
192.168.10.75 33820102 wtecsupport-eng1 Upload done. Rebooting. -
192.168.10.44 33820102 wtecsupport-eng2 Upload done. Rebooting. -
£ Cluster Upgrade x (2]
A Not Secure | hitps://192.168.10.30/clusterUpgrade.htm! %

Cluster Upgrade

Upgrade software on all the engines of the cluster

Engine IP SW Version Engine Name Status Progress

192.168.10.30 4.3.1.20004 wtecsupport-dir Director

192.168.10.75 4.3.1.20904 wtecsupport-eng1 Upgrade successful —

192.168.10.44 4.3.1.20904 wtecsupport-eng2 Upgrade successful —
February 2019
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VALIDATION OF A SUCCESSFUL UPGRADE:

While the above should be sufficient to indicate a successful upgrade, there are additional steps a user

should take to validate the operation.

Steps to follow This is what you will see

Step 1.

Login and access the Dashboard. Verify
that all the engines that were online
prior to the upgrade are being
accounted for in the count

Step 2.

Go back to Admin Tools using the
Applications menu, and under the
Actions section click on Manage
Cluster

This will bring up the Cluster
Management page. Notice that all
have the same Software Version!

5 Dashboard

C A NotSecure | hitps://

Power

Engines Fixtures

Robooted: 18 Jul 2018 14:26:23 PDT

Dashboard

Temperature

Occupancy

50

® O /D) adminTools

€« C A Not Secure hitps://192:168.10.30/manage/apps/admi

Backup system configuration to disk  Clear system configuration

inTools.htm

Admin Tools

Configure API access over HTTP.

& Download ® Reset & Enable/Disable
Restore configuration from local file  Manage configuration snapshots on Manage Bacnet Service
system

Choose File No file chosen

@ Restore i Snapshots

4 Bacnet

‘Shutdown Director Restart Lights & Reboot System List supported fixture types
Sensors
C shutdown O Reboot = Show
C Restart
Operations on cluster members - Restore Director configuration and Adjust sensor motion sensitivity
upload software, create sensor data from backup or another
configurations irector

& Restore Director

i Manage Cluster \

£ Configure Motion Sensitivity

Clear custom fixture types

® Clear

® @ [ Cluster Management x

& C A Not Secure | https://192.168.10.30/manage/apps/clustercfg.html

tec

="/

Cluster Management

D Status Name Serial Number Model 1P Address
0 v Wlecsupportdir 244106052005 DIR_1 192.168.10.30
1 v ENG_3.4834 277  192.168.10.75
2 v 134800075 ENG_3.4834 250  192.168.10.44

Upgrade Engine Software

Downgrade Cluster Merge a Cluster

Software
Version Actions.

4.3.1.20904 n
4.3.1.20904 H
4.3.1.20904 n
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Step 3.

Access the Applications menu again

and click on Installer

The smartlinstaller page will appear.
Use the drop-down menu and scroll
through verifying that all the engines
appear as they did when the system

was on version 3.3.8.

- smartengine | wtec

Applications
o
® %
Lighting
Dashboard Models

© i smartinstaller

& C A Not Secure  hitps://192.168.10.30/installer/index. htmi

o
0: wtecsupport-dir

1: wtecsupport-eng1
2: wtecsupport-eng2

smart

Engine Banks.

e
Wi

Export Fixture List | | Reset fixtures..

HWVer/swver 0201

Engine ID: 0 Name: wtecsupport-dir 1P Address: 192.168.10.30 MAC Address: 00:25:90:74:eb:13 [ View Log.
| Fixtures | Ports | Help
All(2) ] Missing(0) | Emor(0) | Waming(0) |  Good(2) | (s.
Name Engine Engine Name Location
@ o 1 Engl
property Value
- 2 Eng2
Populated
Trpalendr LUMINARE Recwood
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POST-UPGRADE DOWNLOAD OF INFORMATION:

It is a best practice (and highly recommended) that the user downloads key information from the cluster
after a successful software upgrade. This information should be kept safe place in the event it is needed
at a later time.

Steps to follow This is what you will see

Click on Admin Tools from the D s s 8 o

& > C A NotSecure hitps://192:168.10.30/manage/apps/adminools.html * i

. o J
Applications menu.
Under the Cluster Data section, enter in e S R B \

the default admin account credentials Ko ns e Sy artgoncrores e e
Eshow  Eupdates Eshow @ Updates [@Fies [@DiskUsage ONTP
and click on Download All button

e This action will download a file S T O S o R

ca”ed W‘:j:::"m:m:: [@Basic & Complete & Download [E Generate
ClusterDataFor_<smartDirector —

name>(<smartDirector e e P

IP>) _XXXXXXXXXXXX.tgz. Itis a et G .

compressed file with key pieces
of information.

Download the Site Inventory Data.

[ Admin Tools x +
. . . A Not Secure | https://192.168.10.30/manage/apps/adminTools.htm! * O
e The link for Engines will
:
download a file called

engines.csv @show BhccossLog  BEmorLog B Hust @ Har Dk
° The I|nk for FiXtureS W|” Lighting and Sensor Logs ‘System Configuration Changes Linux Resources
Eshow [ Updates Eshow  [Eupdates [ElFies [EDiskUsage ONTP
download a file called

fixture.csv oo |

Download Site Inventory Data Download Technical Support Information Download Sensor Data Generate Occupancy, Space, Power
eports

LEngines & Fixtures Measic & Complote & Download
[ Generate

Write comments to Log Files

Comments: # Submit

Download information across Cluster - from Director and Engines
Usemarme: Password:

& Select & Download Data ~ ® Download Al
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